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Enveloper for Software and Data Protection

Using Pen Drive Protection

User Guide

[For Standard Edition]
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1. General

Software Envelope allows binding multiple files in to a single executable. The new
enveloped executable is a binary file and it is very difficult to reverse engineer the file.

Normally when you use a software protection tool, you use a DLL to verify authorisation
key from a hardware [it can be a dongle, USB flash drive, or any other device].

The hacker or cracker normally create an identical DLL to by-pass the functions or
produces a duplicate hardware.

When you envelope the DLL and all other files in to a single executable, by-pass
technique do not work as you have a single executable.

Envelopes can be used for one or more of following:

e Bind main program and DLL’s together

e Bind main program and its data file [for example a PDF with PDF Reader]

e Run legacy software on advanced OS [for example a VB6 application on Vista and
Win 7] by creating a single file which will not need installation

e Prevent reverse engineering of software

e Protect software with dongles / USB key or any other security tool.

Normally it is very easy to reverse engineer a .net program or any other program as
dissemblers are easily available, normally free from web. Envelope will safeguard your
programs from dissemblers.
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2. How to Download

§ Welcome to ISOhelpline \

€« C A © www.isohelpline.com
K7 Welcometo Facebo... () NewTab () Search ~" Google

Striving to be a Business Management Resource

Home ISO Systems ¥  Services ¥ Software Software Protection Y  Data Protection ~ Forum Contactus v

USB Dongle

Use USB drive as
Dongle

Envelope based
Protection

Go to www.isohelpline.com, click “Software Protection” >> “Envelope based Protection”

§ Software Envelope / Bind=

<« C # | © www.isohelpline.com/software-capsule-envelope-box-to-protect-and-distribute-applications.htm

[} Welcometo Facebo... () NewTab () Search *§ Google

Protect your software
applications with USB
Dongle USE Key Or
use USE Pen Drives

-l
Consultancy, Training,
Do-It-Yourself support
Download IS0 9000,

Download Envelopes for specific pratection:

as USB Dongle USB IS0 14000, OHSAS Description CopylLock Senselock Clave |Senselock Elite | USB Pen/Flash
Key 18000 Integrated Dongl 2 EL Dri
QM3, EMS and OHSAS ngle JLi®
Manale Envelope - Basic | CopyLock SenseLock Clave 2 | SenseLock Elite EL | USE Pen/Flash
Edition [x86, x64] | Dongle Dongle Envelope | Dongle Envelope | Drive Envelope
Envelope Basic | Basic xB6 Basic xB& Basic xB6
xBE
Envelope - Basic Copylock Senselock Clave 2 | Senselock Elite EL | USB Pen/Flash
Edition [All 32 bit Dongle Dongle Envelope Dongle Envelope Drive Envelope
Participate masling systems] Envelope Basic |Basic Basic Basic
exam or start your CopyLock senselock Clave 2 | SenseLock Elite EL | USE Pen/Flash
own onling Provides frame work Entfe:-lope Slandard & . i
examination portal for to create examination Edition [x86, x64] |Envelope Dongle Envelope Dongle Envelope Drive Envelope
subjects of your system for subjects of Standard xB6 | Standard xB6 Standard x86 Standard =86
choice with your own your chaice with your
cet of questions. own set of questions. Envelope Standard | Copylock Senselock Clave 2 | Senselock Elite EL | USE Pan/Flash
Download Online Download Edition [All 32 bit  |Envelope Dongle Envelope | Donele Envelope | Drive Envelope
Examination Examination Software
systems] Standard Standard Standard Standard
For Intel 32 bit and &4 bit systems please use x86 downloads. Upon purchase you will get b wersions.
-

Download the envelope suitable for your system.

1. X86, x64
Select this option if YOUR Machine has Intel based CPU or compatible.

2. All 32 bit systems
Select this option if YOUR Machine has non-Intel compatible CPU (for example:
AMD Processor)

Versions

Basic: Allows creating single protected EXE from an executable and [optional] a data file.

Standard: Allows creating single protected EXE from an executable, [optional] a data file and
any number of other files like plug-in, DLL, COM, OCX etc.
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3. Pre-Requisites

The enveloper requires Microsoft Dot Net Framework 2.0 or 4.0

The final EXE which is distributed to end user also requires Microsoft Dot Net

Framework 2.0 or 4.0
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4. Application user Interface

Select Target System
(7) x86 and x64 (7) All : Excluding x64
Input
Executable File
[F] Open this file with Program EXE (91 tloude in Fnal EXE
R ! [ Select

List of USB drives connected to system
Drive Letter USB Key

Security Info
USB Key 20 Character

Software Should run from USB only

Add Files

G

[ +Fies ][+ Folder Tree | [+ Folder Content | [ Set Propeties | [ Remove | [ Save Fie List | [ Load e Lit |
Output EXE

[ Make EXE J
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5. Target System

Technology has given us many good things but also created complexity for
programmers. A program designed for 64 bit hardware do not work on a 32 bit
hardware or even a Intel hardware program do not work [or do not work efficiently] on
other hardware architecture like AMD.

Our envelope will allow you to select the target system for your final executable which
you will be distributing. If your existing files are designed for x86, select the same here.
Please note that this will not change the target system of your existing exe but will
simply create a new executable for the selected system.

Select the System
on which the client
is working on.

Select Target System
() x86 and x64 () All : Excluding x64

1. X86 and x64
Select this option if client Machine has Intel based CPU or compatible.

2. All : Excluding x64
Select this option if client Machine has non-Intel compatible CPU (for example:

AMD Processor)
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6. Input Files

The first file must be an executable file. The envelope will run this file only. Other files
will depend on this first executable and can used from inside this application or as a link.

Guidance for Including “Executable File” in “Final EXE”:

e If the executable file is part of windows system, do not include it in the final EXE
like “notepad.exe”

e If you are binding a data file and your main executable is not owned by you or
you do not have distribution rights, do not include executable in final EXE.

Data File

Data file, if added will be opened as a command line operation. Your main program
[executable] should support command line operation to open the file. For example:

C:\notepad.exe readme.txt

The above command will run notepad and open readme.txt file.

1. Uncheck this checkbox if you don’t want to bind the
Executable EXE in Output EXE Otherwise keep it checked.

Input
Executable File
V] Inlcude in Final EXE Sel
| P a file with EXE
Data File
] \

3. You can also type the name of the 2. We can Choose Executable

Executable File name [if “Include in Final File with User Interface by

EXE” is unchecked”] Like: Notepad.exe Pressing on the Select button.

Remember that file name is case
sensitive for enveloper.
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Input

Executable File Notepad .exe

A| Protect data file with EXE
Data File /\

[7] Inleude in Final EXE

Select |

Select the data files you
want to protect with this
EXE by first clicking on the
check box as pointed.

Input

Executable File Notepad exe

[¥] Protect data file with EXE

Data File C:\demo'testing bd

[¥] Include in Final EXE

Select...

Select... |
7

After pressing on the select button
open a new dialog, and then select
the data file.
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7. Security Information

This information depends upon the security hardware. This will ensure verification as
per data specified by you.

Press on Refresh Button
if you do not visible the
drive no. after plugin the
pendrive.

List of USB drives connected to system

Drive Letter USB Key

Security Info

USB Key 20 Character
Software Should run from USB only

Simply type the exact drive
no. of the drive for which

you want to make the
Select the Drive no. of the enveloped exe.

drive which will be displayed

that act as a USB key.

List of USB drives connis, \psystem

GOBYD00400D0000E4000

This feature is useful for
providing security.

Security Info
USB Key 00B00004000000084000
oftware Should run from USB only

Check on the check box
if you want to run the
exe from USB only.

Image showing filled data
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8. Add Files

This field allows you to add and remove multiple files, folders, contents inside the
folder and also to set the properties of the files and folders.
e To add afile, click on "+ Files".
e To add a folder along with its contents, click on "+ Folder Tree".
e To add only the contents of the folder, click on "+ Folder Content".
e Toremove a file or any folder, select the particular file or folder, and then
click on “Remove".
e To change the file or folder properties select the particular file or folder and
click on “Set Properties”, a “File Properties” editor dialog will appear. [Set
Properties is explained later]

If you want to use list of files a number of times then add the files once and then
save the file list by clicking on “Save File List”, it will save the entire file list in a
“.ibinder” file.

To use this saved file click on “Load File List” which will open a new dialog then
choose the saved file. This will load the files again. Remember that the ibinder file
keeps the original location of the added files intact and hence “Load File List” will
work only for the same project or for simple modifications on the same project on
same system.

For fast and proper binding, copy all files you want to add in the EXE
in the enveloper folder keeping desired directory structure.
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8a. Adding Files

To add a file, click on "+ Files".

Add Files
- Project
- [ <ExeDir>
Manage Save
[ *Fﬂwm‘a | [+ Folder Content | [ Set Properties | [ Remove | [ Save Fie List | [ Load Fie List |

—_ Inorder to add files click
on the “+ Files” which

will open a new dialog.
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[ N
i open 3
Lookin: |, Demo - @ F r@E
! R Name Date modif... Type Size ]
] i | demo.bxt
J  Recent Places S e———_—
‘ff'le"Sﬂ"b'"der | Select the file you want
= iMain.pdf .
- = _ to add and then click
: IiPdelewer.exe on “Open”
S i testing.exe pen-.
i :
At
Manoj
Computer
o
. File name: Select a File v
Network
Fiesof type: [ Al Files v} | Caned |
["] Open as read-only
Manage Save
[ + Files ] [+ Folder Tree ] [+ Folder Content ] [Set Properties ] L Remove ] [ Save File Ust} [Load File List ]

Add Fles
=

Manage

Project
oo <ExeDir>
« LCdl

= abcbd
~ iBinder_Basic_Clave2_x86_Dem:

J Selected file will be added.

To add more files repeat the same operation

| +Fles | |+ Folder Tree | |+ Folder Contert |
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8b. Adding Folders

Add Files

i e demo b
- Ex B

i R ; abe bd
=B 123

. 0001bin

i 0 . 0001 hex

= 0002pri

abc bd
v iMain pdf

AW

« iBinder_Basic_Clave2_x86_Demo.exe

m

Save

[+ Files ];ﬁ»‘der Tree | [+ Folder amag{sa Propetties | | Remove | | Save File List | [ Load Fie List

You can add folder
and its contents by
clicking on the

“+ Folder Tree”

Add Files
= g8 Project
=& <ExeDir>
o LCdl
« testdataixt
* iMain pdf
= demo.bd
=& atnl12
= abcid
« iBinder_Basic_Clave2_x86_Demq

\‘ You can add contents of

the folder [and not the
folder itself] by clicking
on the

“+ Folder Content”

Browse For Folder

Bl Desktop -
B Manoj
. Public
4% Computer
4 f_’. Local Disk (C:)
. Agne
4 |, atnl2
123
. Data
Demao

m

| Make NewFoder | |,

| +Fles | |+ Folder Tree | [+ FolderContent | | Set Properties | [ Remove |

\Save Fie List || Load Fie List |

1. Press on “+Folder
Content” which will
open this dialog.

2. Browse the folder
whose content you
want to add, and then
oress OK.
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8c. Renaming files and folders

Add Files You can also change the
% demobd name of the folder by just
SR atn 12 double clicking right
= ?’é’cam s s button of the mouse on
i o naer_pbasic 0.exe
BBy l123 e | thename of'fhe file.
« 0001.bin =
o B 0001 hex ’
i b 0002 pri R
v abcid
v iMain pdf =
Manage Save
| +Fies | [+ Folder Tree | | + Folder Content | [ Set Propeties | [ Remove | [ Save Fie List | [ Load e List
Add Files Change the name and
B atn12 press enter.
i abeid
P IiBinder_Basic_ClaveZ_xSS_Demo.eg'(e |
- = 0001bin e
- & 0001 hex \
< 0002 pn .
« abecibd |=
< iMain pdf ‘
« PdfViewer.exe L3
- publpub i
Manage Save
| #Fies | | +Folder Tree | |+ Folder Content | [ Set Propeties | [ Remove | | Save file List | [ Load Fie List |
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8d. Adding Drives

To add a “drive”, simply add a folder on “Project” node using “+Folder Tree” and change it
to “drive letter” like “C:”.

|

It is compulsory that the drive

created must be directly

connected with the Project

node and not with any other
folder or sub folder.

[a”ji:ﬂ | [ + Folder Tree | | + Folder Content | [ Set Propetties | [ Remove | [;::eﬁem][madﬁem
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8e. Setting File Properties

For setting the properties of the file or folder, click on “Set Properties” and do the following.

Add Files
L S demotdt -~
- Ex B
« abchd
- iBinder_Basic_Clave2_x86_Demo.exe i
=By 123 |
- 0001bin |=
.3 0001 hex ’
v 0002 pn
-« abcbd
v iMain pdf

A

Manage i Save
| +Fies | |+ Folder Tree | | + Folder Content | [ Set Propeties | [ Remove | [ Save Fie List | [ Load Fike List

You can set the properties of the file or
folder by selecting the particular file or
folder and press on Set Properties.

o' File Properties =3

Real Path C:\Demo'testdata t

ta o

Envelope Path estdata b

Properties

= ] Here you can select any of
V| Virtual File

B the properties you want
[] Deleted from virtual Environent . .

either to make the file
7] Plugin virtual or physically

available or to make the

[7] Redgister as COM library {usually *.dil, *.ocx } plug-in for it.
[] Redgister as Type library { usually *.dil, *tlb )
[7] Register as COM out-of proc Server (usually *.exe)

Command Line Arguments /RegServe

[ ok | [ cancel |

Manage Save
[ + Files ] [+ Folder Tree} [+ Folder Content] [Set Properties ] [ Remove ] [Save File List } [ Load File List
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Virtual File:

If you do not want file to be accessible to normal user, make it as virtual through clicking on
the virtual property of that file. It will be accessible only to your application. In some cases,
if sub process [second application running from the envelope] is not able to access your file,
uncheck it.

To mark the file as virtual, select the "Virtual File" checkbox. Virtual file is a file
which will be embedded in the resulting exe. The path where the virtual file will
be created when the application starts is specified in the virtual path field. It can
be (and normally is) a relative path.

Deleted from virtual Environment:

Check if file is not to be used by any additional or sub process [second application running
from the envelope]

Plug-in:

An individual category of files is plug-in. They are DLLs that expand the functionality of the
application being created.

To add the plug-in, add it by clicking on the "Select" button. Plug-in can also be
embedded in the exe to be generated or, they can be stored along with it.

Register as COM Library:

COM/ActiveX components are traditionally registered in the system registry to allow the
corresponding Windows API functions find the modules (DLL or EXE) that contain the code
of the components.

A major problem that occurs with the registration is the lack of user privileges, necessary for
writing to the registry.

Also, when creating portable applications, it is important to be able to run applications
without prior installation.

When adding a new file to the project, you can specify that it's an ActiveX / COM library, and
it needs to be registered in the virtual registry when the application starts.

For example, suppose your application plays flash movies. Then you simply add the flash.ocx
file and specify that this file is virtual, “check” “Register as COM Library [dll/ocx]” checkbox -
- and your application no longer depends on whether or not the client computer has a flash
player installed.
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Why does that happen? The thing is that when the application starts, it calls the function for
registering the specified ActiveX at the same time, for the time the function is running a
special flag remains set, and all changes are saved in the virtual environment. In other
words, the real registry doesn't get modified, and the rest of the application's code runs just
as if the ActiveX was actually installed in the system.

And what's especially important is that the modification of the original exe isn't required.

Register as Type Library:

If your file is a type library and requires registration before use, check this and your
application will run as if type library is registered

Register as COM out-of-proc server:

In-process COM servers (in a DLL) are normally more efficient than out-of-process servers
(in an EXE, locally or on a remote machine) because data marshalling and transferring is
bypassed since the client and server live in the same address space. As an example, high-
performance DirectX components are always in the in-process servers. However, there are
occasions that an out-of-process COM server is preferred, even locally.

If your file is an in-process COM server, select this option.
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8f. Remove a file or folder

U

To remove a file or folder select it and click “Remove”.

Add Files
=B atn12 #
< abcixt
« iBinder_Basic_Clave2_x86_Demo.exe
5 g:-:i“ You can also remove
& 0002pri the file or folder by

8 b et just selecting it and
< iMain pdf press on “Remove”.

< PdfViewer.exe
« publpub / 7
Manage ) Sl / Save
[ + Files ] [+ Folder Tree ] l+ Folder Content ] [ Set Propetties ] [ Remove | | Save File List ] [ Load File List ]
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8g. Save File List

If you want to use list of files a number of times then add the files once and then
save the file list by clicking on “Save File List”, it will save the entire file list in a
“.ibinder” file.

3

Wsavens

OQ | L. « Local Disk (C:) » Demo v | 42 || search 2

. =11« R e o
‘ Organize v oom Views B New Folder

Name Date modified Type Size

Favorite Links
No items match your search.
E4 Documents
Bl Desktop
va Recent Places
(M Computer

BB Pictures

2. Then give the name
of the file list for

saving.

Changed

Sionid = 3. Click on
File name: [N SEEED “Save” %
Save as type: |iBinder Files (*.ibinder) / v]
4 Hide Folders [ R ] [ Eatad j

- iBinder_Basic_ClaveZ_x86_Demo.exe

Manage Save

| +Fies | [+ Folder Tree | | +FolderContent | [ Set Propetties | | Remove | [Save :neua][madnneuﬂ

\

and again you can save the file list for
future use by clicking on the “Save File
List”, then it will open a new dialog.

1. To avoid including the same files again
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8h. Load File List

To use this saved file click on “Load File List” which will open a new dialog then
choose the saved file. This will load the files again. Remember that the ibinder file
keeps the original location of the added files intact and hence “Load File List” will
work only for the same project or for simple modifications on the same project on
same system.

e ; : )
f open ExH
{ :)'U : | ., « Local Disk (C:) » Demo v l "l ’ Search L
L (.Jrganiz-e v EEE Views ™~ _" New Fo.Ider
I S R Name Date modified Type Size
- || filelistL.ibinder
E. Documents
2. Select the saved
Bl Desktop .
: file.
%l Recent Places
M Computer
g Pictures
!p‘ Music
% Recently Changed
@ Searches
l, Public
3. Click on “Open”
Folders A
File name: filelist1 ibinder v |iBinder Fies (ibiras”  ~|
LOpen I‘i [ Cancel ]
- iBinder_Basic_Clave2_x86_Demo exe
Manage Save
| +Fies | [+ FolderTree | [+ Folder Content | [ Set Propeties | [ Remove | [ Save Fie List | [Load Filek
\

1. To use the saved file again click on “Load
File List”, it will open a new dialog.
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9. Output File

This is your final single EXE including all the files you have selected to add.
Specify the proper file location.
This file should be given to end user.

Give the location of the Output EXE where you
want to create it. Make sure that the path you

Output EXE . .
s have given is correct.
Make EXE— | Close |
Then press on the Make EXE Button in order to
create the desired EXE.
Output EXE

C:\Demo'testing.exe

- ]

£ Make EXE Close

e Run the generated Enveloped EXE by just double clicking it, this EXE will work
only with the particular Clave2 dongle having unique identity for providing
security.

iBinder - Message |25

Envelop EXE Created
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10. Error Messages while creating envelope

-

iBinder - Error Message @

Unknown Error Occured. This could be due to:

1. Running File on a Machine not intended for your System
2. One or more files is missing/corrupt
3. Anti-Virus is not allowing Envelope Expansion

During envelope creation, you may encounter above error message. The resolution could be

as follows:

e W

Use _x86 enveloper on Intel CPU based machines including 64 bit systems and _all
enveloper on other CPU.

Make sure that files you have added are available and they are not corrupt

Disable anti-virus and try again

Copy the Program EXE in the enveloper folder [or vice versa] and try.

Before adding file, copy them in enveloper folder [keeping desired directory

structure].
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11. Error Messages while running enveloped
EXE

iBinder - Error Message @

USB key not found

........................................

If the user has not attached the vender supplied pen drive/flash drive while
executing the EXE, this error messages may appear indicating failure of verification.
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Please contact us for purchasing SenseLock Dongle:

Innovative Matrix Softech Pvt. Ltd.

Door No. 7005, 7th Floor, Emerald House
1-7-264 Kalasiguda

Near Paradise Circle

Sarojini Devi Road

Secunderabad - 500 003

India.

Phone: 040 32518777

Mobile: 91.93485 18777

Email: mail@isohelpline.com

Website: www.isohelpline.com
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